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At Canopius, our commitment to excellence shines through our proactive client services, 
run by our Insights & Analytics team in collaboration with carefully chosen experts. 

We are your
Trusted Partner

Our Proactive Cyber Services team is at the 
forefront of data-driven solutions, collecting 
and harnessing advanced analytics across 
the insurance lifecycle – from policy issuance 
and claims to incident response. This, combined 
with our strategic partnerships encompassing 
a wide range of expertise, ensures that we can 
provide effective, up-to-date and informed 
services to safeguard your digital future.

By doing so, we are fostering a culture of 
responsibility and seizing opportunities 
to be more than just an insurer.



Access to all of these services throughout the year

Advisory​PremiumCore

Unlock one of these services per policy term

All $20k+ Premium​ $100k+ Premium​ $250k+ Premium​

Risk management web-portal (NetDiligence eRisk Hub) √ √ √ √

√

Attack surface vulnerability reports (powered by BitSight) √ √ √ √

√

Attack surface monitoring​ √ √ √ √

√

Employee Training Workshops​ √ √ √ √

√

Threat Intelligence Webinars √ √ √ √

√2-hr without report 4-hr with report

Vendor discounts √ √ √ √

√

√ √ √Onboarding Call with our Proactive Cyber Services team

Canopius Cyber Mobile App √ √ √ √

√ √ √
√

Dark web monitoring

Unlimited enquiries Canopius’ Threat Intelligence Insights

Company Threat Intelligence Risk Report

Roadmap Development Exercise

Policy & Procedure Development

Cybersecurity Awareness Training

Incident Preparedness Workshop

Tabletop Exercise

Bespoke consulting service (20 hours consulting time)​

Proactive Services Menu
Industry Threat Reports √ √ √

√
√
√
√
√

√

√

√



Value-added benefits to all primary policyholders,
available throughout your policy term, at no additional cost.​Our Core Services​

Threat Intelligence Reports
$40,000

Quarterly, industry-specific threat reports outlining the threat and malicious activity 
we’ve observed through our Threat Intelligence function.

Reduce your exposure to emerging 
threats specific to your profile.

Sign up to our mailing list or 
access via the eRisk Hub.

Risk Management Hub​
$5,000 Powered by NetDiligence

An online portal with training material, cyber tools and calculators, policy templates, 
and best practice checklists.​

Improves your cyber resilience with 
tools and best practices.

Create an account with 
provided log-in details.

Attack surface risk reports​
$3,000 Powered by BitSight

Vulnerabilities identified through non-invasive ‘outside-in’ scans of your attack surface.Identifies weaknesses before they can 
be exploited.

Request reports.

Attack surface monitoring​
$20,000 Powered by BitSight

Receive alerts when critical vulnerabilities or weaknesses are detected on your attack 
surface.​

Proactively identify & remediate critical 
vulnerabilities.

Receive alerts through 
application.

Vendor discounts
> $5,000

Discounted rates from 20+ vendors across 25+ services or products.​Improve your cybersecurity posture at 
lower operational costs.​

Request through our 
Proactive Services team.​

Canopius Cyber Mobile App​
$5,000

Canopius’ mobile application will provide targeted cyber articles, reports, alerts, as 
well as facilitating hassle-free claim reporting.​

Provides you with targeted insights and 
streamlined reporting.

Create an account with
provided sign-up details.​

Onboarding Call
$300

An introductory call with our Proactive Services consultants. We will assess your 
needs, discuss your top threats, recommend and organize proactive services.​

Helps you identify key threats and align
services.

Upon request.

We monitor the dark web for data leaks and threats related to your organization and 
provide actionable intelligence.​

Early detection of leaked data and 
potential upcoming attacks. 

Dark web monitoring​
$40,000

Complete Dark Web 
Monitoring form.

Employee Training Workshops
$4,000

Security awareness training sessions that include: top social-engineering threats; data 
protection awareness; and other common threats such as file masquerading etc.​

Improve the resilience of your 
workforce against social engineering.

Sign up through the app.​

Threat Intelligence Webinars
$1,000

Webinars and briefings on the top threats for a given industry.​Keeps your business informed so that 
you can mitigate likely threats.​

Sign up through the app.​

Typically worth​ How This Helps​ What You GetHow to Unlock​



Company Threat Reports
$35,000

* Primary policies paying >$100k premium to Canopius.	 ** Primary policies paying >$250k premium to Canopius.​

Table Top Exercises
$20,000- $40,000

Roadmap Development​
$15,000

Policy & Procedure
Development
$15,000

Cybersecurity Awareness
Training Session
$10,000

1.	 Complete Dark Web form​
2.	Receive Report​

1.	 Scoping Call​
2.	Exercise Drafting​
3.	Table-top exercise​
4.	(Report)**

1.	 Scoping Call​
2.	Threat Intel. Assessment​
3.	Report

1.	 Scoping Call​
2.	Policy Review​
3.	Templates / Advice​

1.	 Scoping Call​
2.	Threat Assessment​
3.	Training Session & Quiz

1.	 Policy Reviews​
2.	Assess Attack Sim.​
3.	Workshop

Incident Preparedness 
Workshop
$17,500

Our Premium Services Our Premium Services, provided by our Proactive Cyber Consultants, 
offer personalised, exclusive benefits to eligible* policyholders. 
These are dedicated solutions tailored to your specific needs.​

Process

Reports include: Threats specific to your company profile (geography and
industry), a Historic Dark Web assessment, and threat-intelligence informed 
risk scores of your submission and digital footprint findings.

2-hour (<$250k premium), or 4-hour (>$250k premium) cybersecurity 
simulation exercise to test and enhance your crisis response plans and 
decision making.

Whether you are aligning to new regulation or to a new security framework, 
we can provide advice, assessments and roadmap planning to.

We can help plug holes in your security policies, providing tailored policies 
and procedures crafted to reinforce your cybersecurity foundation, aligned 
with industry best practices.​

Empower your team with interactive sessions that foster a cyber-aware 
culture and fortify against attacks. We can provide training sessions to 
specific teams, roles or functions, or to the entire workforce.

A 2-hour workshop with a proactive consultant and an incident manager 
covering: IR plan feedback, Introductions to our CIMT & their processes, and 
an 'Attack Simulation’ exercise.​

What You Get

Enhances risk awareness by identifying 
company-specific threats and providing 
actionable recommendations to mitigate risks.

Improves crisis readiness and decision-making 
under pressure, improving response times and 
reducing financial and operational impacts.

Reduce compliance and regulatory risks through 
effective planning and identify a cost-effective and 
suitable roadmap for your threats.​

Strengthens your defenses by addressing gaps in 
security policies.

Reduce compliance risks, improve operational 
resilience, and mitigate cyber-threats. These 
measures reinforce cybersecurity foundations and 
business continuity, whilst aligning to industry best 
practices.​

Boosts incident response capabilities and 
readiness, reducing the potential financial and 
operational impacts of a breach.​

Typically worth​ How This Helps​



Our Advisory Services provide tailored 
cybersecurity consulting to meet your unique 
needs. Leveraging cutting-edge threat
intelligence, we act as your dedicated 
consultants, delivering strategic guidance 
and bespoke solutions. Whether expanding 
Premium Services or designing new services 
that address your specific challenges, we will 
provide you with smart actions and practical 
solutions that enhance your cyber resilience.​

Our Advisory tier includes all Core and Premium services, as well as:​

Advisory Services

Canopius maintains a threat intelligence
insights function, which is fuelled by the rich 
data collected from our claims and our
collaborations with leading threat intelligence 
providers. Our function specialises in both 
tactical and strategic threat intelligence, which 
we encourage you to leverage within your
strategic planning, risk assessments, and 
board packs. Our advisory tier provides you 
with an unlimited number of inquiries to our 
threat intelligence function and experts.

Unlimited Enquiries
to Threat Intelligence

Our 20 Hours of Consulting package offers the 
flexibility to tackle unique or unconventional 
cybersecurity challenges. Designed as an 
alternative to a Premium Service, this option 
allows you to collaborate with our experts on 
tailored projects that fall outside the standard 
scope, ensuring practical solutions to meet 
your specific needs.

20 Hours of 
Customized Consulting



Cyber Risk Assessments​
Conduct a thorough evaluation of 
your systems, processes, and assets 
to identify and prioritize risks.​

Managed Security Services
(MSSP / MDR / SOC)​
Provide continuous monitoring, 
detection, and response to cyber 
threats through an outsourced 
security operations team.​

Red Team Exercises​
Conduct advanced attack simulations 
to test your defences and improve 
response capabilities.​

Cyber Maturity Assessments 
Assess your current capabilities 
and provide recommendations to 
align with industry best practices.​

SDLC Advisory​
Advise on integrating security into 
each stage of your software 
development lifecycle.​

Penetration Testing​
Simulate real-world cyberattacks to 
uncover vulnerabilities and offer 
remediation strategies.​

Vulnerability Assessments ​
Perform detailed scans of your 
systems to identify weaknesses 
and recommend actionable fixes.​ High Net Worth

Individual Services​
Provide bespoke cybersecurity 
services designed to protect 
high-profile individuals and 
their assets.​

Threat Hunting​
Proactively search your systems for 
hidden threats and provide steps to 
mitigate risks.​

Threat Modelling​
Map potential attack scenarios 
and develop strategies for 
defense.​

Security Awareness & 
Training Sessions​
Deliver training sessions to educate 
your team on identifying and 
preventing cybersecurity risks.​

Dark Web Monitoring​
Monitor the dark web for data leaks 
and threats related to your 
organization and provide actionable 
intelligence.​

M365 Security Assessments​
Review and optimize your 
Microsoft 365 configurations 
to enhance your organization’s 
security.​

Code Reviews​
Analyse your software code to 
detect security flaws and 
recommend bestpractices for 
secure coding.​

Govern​

Policy Development​
Create clear, actionable cybersecurity 
policies and processes tailored to your 
organization’s needs.​

ISO 27001 / Other Certification 
Implementation​
Provide guidance and support to help 
your organization achieve and 
maintain certification compliance.​

vCISO​
Offer strategic security leadership 
through a virtual Chief Information 
Security Officer tailored to your 
business.​

vDPO​
Provide expert Data Protection Officer 
services to ensure compliance with 
privacy regulations and data
protection laws.​

AI Privacy & Compliance​
Evaluate your AI systems to ensure 
they comply with privacy laws and 
mitigate potential risks.​

Data Mapping & eDiscovery​
Work with you to identify, organize, 
and retrieve critical data for legal 
or regulatory purposes.​

Security Architecture & Design​
Design a robust, secure system 
architecture tailored to your
operational needs.​

M&A Due Diligence​
Assess cybersecurity risks and 
provide insights to support secure 
business transactions.​

Identify​ Protect​ Detect​
Incident Response Plans​
Develop a tailored incident 
response plan to ensure your 
organization can quickly and 
effectively respond to cyberthreats.​

Communications Plans & 
Notice Templates​
Assist in designing communication 
strategies and templates for 
managing stakeholder 
communications during incidents.​

Respond​
Business Continuity &
Disaster Recovery Plans​
Work with you to design a plan that 
ensures business operations can 
recover swiftly from disruptions.​

Recover​

Vendor Services We offer a wide range of services through our vendor panel at pre-agreed discounted 
rates. Discounts are available to all of Canopius’ primary policyholders. Request these 
services through our Proactive Services team.​



What sets us apart
Our Threat Intelligence capability stands at the 
forefront of cyber risk management and provides our 
Cyber team with invaluable insights that shape and 
inform our strategies.​

We are committed to sharing this expertise with our 
clients, empowering them to strengthen their own 
cybersecurity posture with actionable intelligence 
andguidance.​

Threat
Intelligence

Incident
Management & Claims

Guide underwriting practices and inform tailored
policies and risk assessments.​

Data from our claims and Cyber Incident Management 
team re-enforces our threat intelligence capability and 
gives us a unique perspective and understanding of 
cyber risks.​

Threat Intelligence helps our Cyber Incident 
Management Team and vendors respond 
faster and effectively to threats.​

Provide intelligence-led services that 
are up-to-date, unique, ​and insightful.​

Proactive 
Services

Reduce cyber ​risk exposure in a 
cost effective way, and reduce the 
likelihood of claims.​

Use our portfolio & underwriting 
data to gain a broader perspective 
and understanding of the cyber 
landscape.​

Underwriting



Our Threat Intelligence​
Our Threat Intelligence capability stands at the 
forefront of cyber risk management, powered by
expert analysts and the latest technology. Built upon 
the rich data collected by our dedicated cyber 
incident management team, supplemented by 
premium threat intelligence feeds and platforms, we 
offer a unique and comprehensive view of the cyber 
threat landscape. ​

We firmly believe that the fusion of threat intelligence 
with our claims data provides an unparalleled
perspective on cyber risk, enabling us to not only
refine our underwriting processes but also to share 
invaluable insights with our clients. 

Our Threat Intelligence Partnerships Include:​

Our Threat Intelligence enables us to: ​

We use our threat intelligence capabilities to work with our clients, aiming to 
significantly reduce their cyber risk and secure their digital operations.​

Calculate industry threat levels

Anticipate future threats and attack techniques​

Quantify Cyber Risk​

Calculate and quantify control effectiveness, tailored to an organisation’s profile.​


